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l. Introduction

Organised crime, trans-national crime such as cyber-crime or money-laundering and the
complex phenomenon of international terrorism — specially after the 11" September attacks in
New — have posed new challenges to the criminal justice systems. These forms of criminality are
conceived as global threats of historical dimensions'. Law enforcement agencies, in many cases
are confronted to crimes that surpass the national boundaries, produce indiscriminate attacks and
generate a feeling of insecurity that sometimes even reaches the state of a collective shock or at
least emotional stress. In those circumstances the demand for more safety increases and, as
Andrew Ashworth said it, when facing situations that are perceived as threats against one’s own
existence, before such a relevant public interest, who cares about fundamental rights? Before the
most serious forms of crime, and specially terrorism, there are even governments that tend to
displace the traditional principles of criminal law in order to adopt pro-active measures and
anticipate the commission of certain acts, justified within the concept of “the war against terror,
which shall allow them to substitute a reactive system with a pro-active system, to introduce more
intrusive investigatory measures and to apply notions of the state of exception to the field of
fundamental rights®.
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! With regard to terrorism as a global threat see, W. LAQUEUR, Die globale Bedrohung, New York 1998,
especially pp. 95 et seq.

2 On the conflicting interests in the criminal justice and procedure and the risk of the public interest arguments for
the respect of human rights see the interesting analysis of A. ASHWORTH, Human rights, Serious Crime and
Criminal Procedure. The Hamlyn Lectures, London, 2002, specially pp. 93 et seq.

% On this issue see W. SOFSKY, Das Prinzip Sicherheit, Frankfurt a. M., 2005, pp. 114 et seq.; W. HETZER,
“Terrorist attacks. Criminal Prosecution or National Defence?”, Eur Journal on Criminal Policy and Research, vol.
13, n.1-2 (April 2007), pp. 33-55, 42 et seq.

* M. FREEDMAN, Freedom or Security. The consequences fr democracies using emergency powers to fight terror,
Westport, 2003.
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In this context, where law enforcement agencies and even part of the society demand more
effective measures to combat criminal actions, the fundamental right of privacy may be severely
affected®. If more repressive measures are admitted to be needed, then also more intrusive
meas%res may be accepted, something which entails higher risks for the protection of human
rights”.

This paper tries to point out the main guidelines set up by the European Court of Human
Rights in the protection of privacy within the criminal process. Through its case-law the ECHR
has provided for a common standard of guarantees that have to be respected within the criminal
proceeding. Although this doctrine has proved to be essential to a common understanding of
fundamental rights and the principles of criminal justice —and to the European integration—, it still
does not provide for a fixed set of rules that precisely define under which conditions can law
enforcement authorities interfere within the right to privacy without violating Art.8 of the
Convention. Due to the state margin of appreciation doctrine, there is no common understanding
of the concept of privacy —which is probably right—. On the other hand the proportionality test is
only very seldom applied to criminal investigative measures regarding to privacy and the Court
tends to check almost exclusively the legality and forseeability rule; and in those few cases when
it has entered to counterbalance the right to privacy against the public interest or need in a
democratic society, the right to privacy is not valued in a uniform manner, but according to the
specific circumstances of each particular case.

It is clear that reasonable proportionality must exist between investigative restrictive
measures and the seriousness of the crime investigated, but where are the limits? Should there be
different rules when facing a certain type of criminality? We have considered worth addressing
these issues as we do not have a common standard to assess when the proportionality requirement
is met when intrusive measures are granted within a criminal investigation.

I1. New Challenges on the Right of Privacy

If we have started this presentation addressing the reality of new forms of complex
criminality like terrorism, it is not because this type of criminality can be considered as statistically
relevant —it is by far one of the less frequent criminal actions—, but it is a good example that entails
the three main risks for the protection of human rights and particularly for the right for privacy
within the criminal investigation: 1) the existence of emotional stress; 2) the need fro pro-active
action; 3) the definition of the fight against crime as a “state of war”’.

If we add the significant development of surveillance technologies and the possibility of
collecting general information of potentially dangerous people —sometime unrelated to the

prosecution of any criminal offence—, technologies that have led to the processing of huge new

% In fact it is unquestionably admitted that worldwide level of privacy have declined, especially in response to the
terrorist threats, see, for example, J.B. RULE and G. GREENLEAF, Global Privacy Protection, Cheltenham 2008,
p.10; P. DE HERT and S. GUTWIRTH, “Privacy, data protection and law enforcement.Opacity of the individual
and transparency of power”, in Privacy and the Criminal Law,(E.Claes, A. Duffy, S. Gutwirth eds.), Antwerpen,
20086, p.62.

® A. ASHWORTH, op. cit., p. 99

" There is the dangerous tendency to blur the line between war and crime, see, among others, W. HETZER, op. cit.,
15; W. LAQUEUR, Krieg dem Westen. Terrorismus im 21.Jahrhundert, Berlin 2003, p.336-338. With regard to the
topic of terrorism there is such an extensive literature that tackles this phenomenon from very different points of
view, that makes it impossible to include a complete quotation here. Some of the studies we have consulted are, M.
IGNATIEFF, The lesser Evil. Political Ethics in the Age of Terror, Princeton 2004; M. RANSTROP (ed.),
Terrorism and Human Rights, Routledge 2007; W. SOFSKY, Violence, Terrorism, Genocide, War, San Antonio,
Tx, 2003.
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types of data —administrative files, criminal records, genetic, medical or financial data—, the sphere
of privacy may strongly be curtailed by a variety of intrusive measures. While these measures and
the use of technology facilitates considerably the law enforcement activities, it definitely pose a
high risk on the respect to the private life of the citizens. Privacy is elusive in modern society and
some losses occur out of choice. The conflict always present in the criminal law, as was already
expressed by Ernst Beling®, between the respect for individual rights and the public interest to
guarantee public security and efficiently prosecute the criminal offences, is particularly evident in
the field of the criminal investigation and the adoption of intrusive measures restrictive of
fundamental rights. And technology has given the state much more access to private information
than it once had. Thus perhaps it should be admitted that privacy, understood as the right to be let
alone, is not realistic anymore’

In this context, the inevitable questions that arise are: What are the limits for those
intrusions? Shall the present global citizen renounce to its privacy in order to guarantee the global
security? Is it possible to reach a common meaning of privacy with regard to the criminal
investigation?

On the other hand, in the present “information society, can we still conceive the privacy as
a right with the same value as it had in XIX and XX century, or should we recognize that its
significance has undergone a change over the last decades? | am trying to draw attention to the
present sociological phenomenon that we are witnessing nowadays and which has been called the
“extimacy” as opposed to intimacy, to define the extended practice of making the intimate sphere
public to everyone through internet. Only in Spain out from a population of 45 mill people, 13
million use face-book or other social networks as a way of sharing their privacy. | recently read the
work of an Argentinean anthropologist —P. Sibilia— that we are assisting to a change in the way we
develop and build ourselves as individuals. Things that were traditionally considered to belong to
the private sphere are now exposed to others. The introspective attitude is devaluated, and in some
circles, only the one who communicates and publicly shares his most intimate thoughts and private
emotions and experiences is regarded as fully integrated in society. Does this mean that the
protection of privacy should also change in accordance to this new value? Is it still so important to
preserve the privacy whilst we assist to a voluntarily exposure of that private sphere?'

We do not intend to come to conclusive and precise answers to these questions in this
paper. Our aim is only to open a discussion on these issues, and stress out the need to agree on
minimum standards that should apply within criminal investigations. Nevertheless, we already
advance our opinion towards the respect for private life within the criminal investigation:

1) The right to privacy covers several aspects™, and one of it is the right to self-determine
the disclosure of personal information. No one can interfere in the private sphere that the
individual has decided not to share with others, unless there is a ground that justifies it for reasons
of public interest and with the safeguards established by the ECHR. The fact that many people

® E. BELING, Die Beweisverbote als Grenzen der Wahrheitsforschung im Strafprozess, Darmstadt 1903, pag. 40:
“Mdge es dem Gesetzgeber gelingen, fiir die Abwagung der durcheinander wirrenden Interessen auf der Waage der
Themis die richtigen Gewichte zu finden!”

° W. DIFFIE and S. LANDAU, Privacy on the line. The politics of Wiretapping and Encryption, Cambridge, Mass.,
2007, p.171.

19°0n the contrary, for V. TADROS, “Power and the Value of Privacy”, in Privacy and the Criminal Law,(E.Claes,
A. Duffy, S. Gutwirth eds.), p.115 “statements which would, in private, be intimate, don’t constitute intimate
statements at all when they are made public. The very nature of a statement’s being intimate is that it is believed to
be made in private”.

v, TADROS, op. cit., pp. 105 et seq.
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open their intimacy to others through internet, does not allow the state or any law enforcement
authority to intrude in that part of the privacy which has not been made public*?.

2) Following the case-law of the ECHR: even in the most difficult circumstances, such as
the fight against terrorism and organised crime” the protection of fundamental rights remains non-
negotiable beyond the exceptions and derogations provided by the Convention itself” ',

There is a third question which should be analysed and | just pose it to open a discussion
over it. With regard to privacy and electronic communication, according to EU Directive
2002/58™, one of the main principles that govern the legal regime of traffic data is that the
Member States have to ensure the confidentiality of traffic data, to the same extent as the content
of a communication®®. But is this protection possible? Can the state effectively guarantee the
secrecy of the electronic communications? And if not, is there a fundamental right to its
confidentiality or should these communications be treated as conversations held in public? This
question goes back to the U.S Supreme Court approach to the notion of privacy as the “reasonable
expectation of privacy” and what can a normal person in our present society expect to remain
private and what not™.

On the other hand, whilst with regard to traditional telephone communications it is quite
easy to separate content data (the conversation) with the signalling or billing data, the distinction
in the modern electronic communication networks is fading. Broadly speaking, “traffic data” can
be defined as any computer data generated by a computer system in the chain of communication,
indicating the communication’s origin, destination, route, size duration or type of service'’, but in
practice content and traffic data are generated simultaneously, as for example results obtained
from data search engines, like google.

I11. Approach of the European Court of Human Rights to the Right of
Privacy within the Criminal Investigation

Art. 8 CEDH, under the title “Right to respect for private and family life”, states:

1. Everyone has the right to respect for his private and family life, his home and his
correspondence.

2. There shall be no interference by a public authority with the exercise of this right except
such as is in accordance with the law and is necessary in a democratic society in the interests of
national security, public safety or the economic well-being of the country, for the prevention of

12 As long as the sharing of the private sphere self decided is. As Sofsky says, “indem sie ihr personliches Interieur
oOffentlich préasentieren, berauben sie sich freiwillig ihrer Zufluchtsstétte. (...) Er allein entscheidet dariiber, wie er
sich offentlich zeigt”; W.SOFSKY, Verteidigung des Privaten, Miinchen 2007, p.81.

13 Jalloh v. Germany, de 11.7.2006, in a case regarding to forcible medical intervention and the administration of
emetics in a case involving a small scale drug dealer. Although the Court focused this case on the violation of Art. 3
of the Convention, and concluded that the citizen Abuh Bakah Jalloh had suffered inhuman and degrading treatment
contrary to Art. 3, the declaration made in it is applicable to all fundamental rights.

 Directive 2002/58/ EC of 12 July 2002, concerning the processing of personal data ad the protection of privacy in
the electronic communications sector, O.J: L 201/37, 31 July 2002.

!> See Art.5 Directive 2002/58/ EC.

16 See Katz v. United States, 389 U.S. 347 (1967). On this issue see F. VERBRUGGEN, in “The glass may be half-
full or half-empty, but it is definitely fragile”, in Privacy and the Criminal Law, (E.Claes, A. Duffy, S. Gutwirth
eds.), Antwerpen, 2006, p. 129: “If you know how intrusive technology has become, you cannot reasonably expect
certain facts to remain secret or confidential”.

7 See the definition of the Convention on cyber-crime, Council of Europe of 23 November 2001, Art. 1,
http://conventions.coe.int/Treaty/en
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disorder or crime, for the protection of health or morals, or for the protection of the rights and
freedoms of others.

As we can see, Article 8 is one of the articles of the European Convention which is
qualified. In other words, the first part of the Article (Art. 8.1) sets out the right and the second
part (8.2) then qualifies it, by providing for certain circumstances in which restriction on the right
or interference with the right is permissible®. The importance of this is that whilst, considering the
first part of Art. 8, there may be an interference with the right for privacy, it is still possible that
that interference might be found to nonetheless be justified under Art. 8.2.

Art. 8 ECHR is very similar to Art. 12 of the Universal Declaration of Human Rights of
1948 and Art. 17 of the International Covenant on Civil and Political Rights of 1966, but presents
an important difference: while these two latter covenants grant protection against “illegal or
arbitrary” interferences, Art. 8 ECHR does not mention the illegality or the arbitrariness to define
the scope of application of this precept. Art. 8 offers protection against interferences with the right
to private and family life, the home and the correspondence. Respect for private life includes a
right to develop one’s own personality as well as to create relationships with others.

The Convention is often described as a “living instrument”. This means that the nature of
Convention rights and the extent to which they should be protected will depend upon society’s
values at any one time. And this is especially applicable to the scope of Art. 8 and the notion of
privacy.

When analysing if there has been a breach of Art. 8 ECHR, the Court first looks if there has
been an interference in any of the rights embodied in Art.8 ECHR. If there is an interference, the
next step is to evaluate if the interference has been done in accordance with the law of the place
where the measure was taken. If the measure does prove to be in accordance with law, the test of
necessity involves deciding whether there is a ‘pressing social need’ for the interference and
whether the means employed are proportionate to the legitimate aim or aims pursued by the state.
The law must be accessible to the person concerned and foreseeable in its effect. But if the action
in question was not in accordance with law, then there is no requirement to consider if it was
justified. In conducting such an examination, the nature, context and importance of the right
asserted- and the extent of interference- must be balanced against the nature, context and
importance of the public interest asserted as justification. With this general test in mind certain
further observations can be made, both as to the requirement for legal certainty and the process of
justification.

It is clear that the requirement which is most difficult to check is the proportionality of the
measure. Only upon a case by case study we can learn in which situations and under which
circumstances the Court has considered an investigative measure —be it a home search or telephone
tapping or other interference with privacy- to be justified in a democratic society.

1. In accordance with the law

In a well established doctrine®, the Court has stated that words “in accordance with the
law” require firstly that the impugned measure should have some basis in domestic law. However,
that expression does not merely refer back to domestic law but also relates to the quality of the

'8 See also, P. DE HERT and S. GUTWIRTH, “Privacy, data protection and law enforcement.Opacity of the
individual and transparency of power”, cit., pp. 74-76; W. FREEDMAN, The Right of Privacy in the Computer Age,
New York, 1987, pp. 10-11.

¥ Asi, Handyside v. United Kingdom, of 7.12.1976, The Sunday Times v. United Kingdom, of 26.4.1979, Kruslin v.
France and Huvig v. France, of 24.4. 1990, Valenzuela Contreras v. Spain, 30.7.1998; Rekvenyi v. Hungary, of
20.5.1999.
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law, requiring it to be compatible with the rule of law. The expression thus implies that there must
be a measure of protection in domestic law against arbitrary interference by public authorities.
From that requirement stems the need for the law to be accessible to the person concerned, who
must, moreover, be able to foresee its consequences for him®. And as was stated in Valenzuela
Contreras v. Spain “especially where a power of the executive is exercised in secret the risks of
arbitrariness are evident. In the context of secret measures of surveillance or interception by public
authorities, the requirement of foreseeability implies that the domestic law must be sufficiently
clear in its terms to give citizens an adequate indication as to the circumstances in and conditions
on which public authorities are empowered to take any such secret measures. It is essential to have
clear, detailed rules on the subject, especially as the technology available for use is constantly
becoming more sophisticated”?. The requirement that the effects of the “law” be foreseeable
means that the guarantees stating the extent of the authorities’ discretion and the manner in which
it is to be exercised must be set out in detail in domestic law so that it has a binding force which
circumscribes the judges’ discretion in the application of such measures.

The requirement that there is a detailed legal provision, is a necessary consequence of the
principle of legality in a democratic state, which recognizes the supremacy of the rule of law®. In
this context, the word “law” shall not be interpreted in a formal sense, and as the Court has put it,
it covers “written but also unwritten law”. This broad concept of “law” not limited to statutory
rules, has a special relevance in those countries that belong to the common law legal system?®,

The Strashourg Court has found a lack of sufficient legal grounds in cases where, although
there was a legal basis for the adoption of the investigative measure, the relevant statutory
provisions were not detailed enough as occurred in the Huvig case®. In that landmark judgment,
the Court stated that the provisions of the French Code de procédure pénal —then Art. 368—, was
too broad as it allowed the Investigating Judge to adopt any measures he judged necessary to
investigate the criminal facts. In the case Calogero Diana®, detention of correspondence: lack of
sufficient legal basis: law not grounds for intercepting and opening and not specify maximum
duration of the monitoring. Violation of Art.8 was found.

Also lack of legal basis: Valenzuela Contreras®, wire tapping not enough Constitutional
provision allowing restrictions on the secrecy of communications in Spanish law; later again,
judgment against Spain, Prado Bugallo”. Already legal provision, but not enough detailed: not

% Kopp v. Switzerland judgment of 25.3.1998.

2! valenzuela Contreras v. Spain, 30.7.1998, § 46. See also, Malone v. United Kingdom, of 2.8.1984; Kruslin v.
France and Huvig v. France, f 24.4.1990; Kopp v. Switzerland, of 25.3.1998; Valasinas v. Lithuania, of 24.7.2001.
22 See, among others, N. GONZALEZ-CUELLAR, Proporcionalidad y derechos fundamentales en el proceso
penal, Madrid 1990, pp. 69-70.

“ The Sunday Times v. United Kingdom, de 26.4.1979; Malone v. United Kingdom, de 2.8.1984. This doctrine is
consistent with the different system of sources of law that exists in the common law legal orders, as well as with the
value of the jurisprudence of the Constitutional Courts in the civil law countries.

* Huvig v. France, de 24.4.1990.

% Calogero Diana v. Italy, de 15.11.1996.

% valenzuela Contreras v. Spain, of 30.7.1998. On teelphone tapping in Spain, see, among others, J. LOPEZ
BARJA DE QUIROGA, Las escuchas telefonicas y la prueba ilegalmente obtenida, Madrid 1989; T. LOPEZ-
FRAGOSO ALVAREZ, Las intervenciones telefénicas en el proceso penal, Madrid 1991; R. MARTIN
MORALES, El régimen constitucional del secreto de las comunicaciones, Madrid 1995; J. MONTERO AROCA,
La intervencion de las comunicaciones telefonicas en el proceso penal. Un estudio jurisprudencial, Valencia 1999;
A.P. RIVES SEVA, La intervencién de las comunicaciones en la jurisprudencia penal, Navarra 2000; V.
MORENO CATENA, “Garantia de los derechos fundamentales en la investigacion penal”, en la obra colectiva
Jornadas sobre la justicia penal en Espafia, CGPJ, Madrid 1987, pp. 155-161; y J. IMENEZ CAMPO, La garantia
constitucional del secreto de las comunicaciones, “RDC”, 1987, nim. 20, pp. 35-82, 58.

%7 prado Bugallo v. Spain, de 18.2.2003.
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definition of the persons that could be monitored, the remedies against the measure, system or
recording and storing of the tapes.

The Kruslin and Huvig judgments mention the following minimum safeguards that should
be set out in the statute in order to avoid abuses of power: a) a definition of the categories of
people liable to have their telephones tapped by judicial order, b) the nature of the offences which
may give rise to such an order, c) a limit on the duration of telephone tapping, d) the procedure for
drawing up the summary reports containing intercepted conversations, €) the precautions to be
taken in order to communicate the recordings intact and in their entirety for possible inspection by
the judge and by the defence and f) the circumstances in which recordings may or must be erased
or the tapes destroyed, in particular where an accused has been discharged by an investigating
judge or acquitted by a court.

In case Rotaru v. Romania, of 4.5.2000, the Court decides on a case related to the existence
and use of data contained in intelligence service archives. Mr. Aurel Rotaru in a procedure of
damages of the victims of the communist regime, claimed that there were data of him collected 50
years ago by the intelligence service. Among those data, it said that Mr. Rotaru was member of a
extreme right organization. According to Mr. Rotaru, that information was false and sue for
damages. The claims were rejected, although later the authorities recognized that the information
was in fact not true, and there had been a confusion with a person with the same name. In any
event national courts refused the request for damages.

Strasbourg Court after stating that the data collected and stored by the Romanian
intelligence services interfered with the right to privacy, analyzed if there was sufficient legal
basis. According to the statutory provisions existing at the time the data were stored, there was a
legal basis, but not precise enough to meet the requirements of the ECHR and grant full protection
to the affected person: the rule did not establish what kind of information could be stored, nor did
specify which persons could be subject to the surveillance measures nor contained provisions
regarding the period of time the information could be stored and under which circumstances it
shouldbe destroyed. The absence of a complete regulation, led the Court to judge that there had
been a breach of the Convention and Mr. Rotaru’s right to privacy had been violated. In this case,
there was no further need to verify if the aims were justified or the measure was proportionte.

By establishing the requirement of precise legal provision, and the minimum content of the
legal regulation in order to meet the certainty and forseeability requirement, the ECHR has set the
common guidelines to be followed by each of the Member States legal orders, and thus contributed
to a certain degree of harmonization within the European legal systems.

2. Measure necessary in a democratic society and proportionality principle

For an investigative measure that interferes with the right to privacy to be in conformity
with the Convention it must not only have a legal basis, its adoption has to be necessary in a
democratic society, in other words, it has to respond to a pressing social need?.
Only under these circumstances can an interference by the state in the privacy be justified.
It is the judicial authority who has to assess if in a certain case there is a social pressing need that
allows the restriction of a fundamental right, according to the legitimate interest of the criminal
investigation and the prosecution of the criminal offence.
There are no fixed rules to assess the existence of a pressing social need. The court has
stated that there is a pressing social need, when: 1) the aim is legitimate, and in Art. 8 ECHR it
already states that the prosecution of a crime is a legitimate aim. Only in very rare occasions the

% See, for example, Silver v. United Kingdom, of 25.3.1983; or Camezind v. Switzerland, of 16.12.1997.

LESIJ NR. XVI, VOL. 2/2009



16 Lex ET Scientia. Juridical Series

Court has found a violation of Art. 8 because there was not a legitimate aim, as the investigation of
a criminal act is considered a legitimate aim. 2) The second step is to control if the measure was
strictly necessary, and the measures adopted to investigate it will be considered necessary if there
are no less intrusive means to reach the same results or the measure is not adequate to the aim
pursued. To fulfil this requirement the measure does not have to be absolutely indispensable, being
enough that it is reasonably necessary and convenient®.

The Court requires that, whatever system of surveillance is adopted, there exists adequate
and effective guarantees against abuse. This assessment has only a relative character: it depends on
—among other things— the kind of remedy provided by the national law. It therefore has to be
determined whether the procedures for supervising the ordering and implementation of the
restrictive measures are such as to keep the ‘interference’ resulting from the contested legislation
to what is ‘necessary in a democratic society’.*® If in domestic law there is not an adequate
remedy, the interference turns out to be illicit and in contravention of Art. ECHR as was declared
in the case Lambert v. France®..

Finally, the measure must respect the proportionality principle. Proportionality is an
abstract concept, it could also be said that we are facing an empty concept that needs to be defined
according to the values of society. The Strasbourg Court has consistently held that the principle of
proportionality is inherent in evaluating the right of an individual person and the general public
interests in society®. This means that a fair or reasonable balance must be attained between those
countervailing interests. Elements to evaluate the proportionality principle in the criminal
investigation are the seriousness of the crime, the intensity of the suspicions, the perspective of
success of the measure, and the prejudice caused to the individual person with regard to the
usefulness of the results.

The ambiguities present in the evaluation of the “necessity of the measure in a democratic
society” respond to the search of an adjustment between the supranational protection of human
rights and the respect for the features and principles of the national legal systems. The efforts of
the Court to achieve a right balance between the sovereignty of the states and the values envisaged
in the Convention, have materialized in the doctrine of the state margin of appreciation. The Court
has pointed out that national authorities enjoy a margin of appreciation in assessing whether there
is a pressing social need®,

% Handyside v. United Kingdom, of 7.12.1976, a case regarding the limits of the freedom of expression, but the
reasoning contained in ti is applicable to the restriction of any other fundamental right and also the right for privacy.
% Klass and Others v. Germany, of 6.10.1978.

*! In the case Lambert v. France, de 24.8.1998, the conversations of Mr. Lambert were wiretapped within a criminal
investigation of a theft. The measure was accorded in conformity with the law, the legal basis was considered
sufficient and the aim pursued legitimate. But, due to the judicial interpretation of the French courts, the person
whose conversations were tapped, was denied the possibility to challenge the measure, because he was not the
owner of the line. Precisely, the Court of Cassation affirmed the decision appealed against and held that the
applicant had no standing to challenge the manner in which the duration of the monitoring of a third party's
telephone line was extended. As a result, Mr. Lambert was denied effective protection under the national law, which
was consequently held as a violation of Article 8 of the Convention.

Generally on the requirement of an "effective control" of the lawfulness o fan investigative measure, to which
citizens are entitled under the rule of law see Klass and others v. Germany, de 6.9.1978. See the note on this
judgement by S. TRECHSEL, Human Rights in Criminal Proceedings, Oxford, 2005, pags. 541-542.

2 See Y. ARAI-TAKAHASHI, The margin of appreciation doctrine and the principle of proportionality in the
gurisprudente of the ECHR, Antwerpen-Oxford, 2002, p. 14.

® The state margin appreciation doctrine was explicitly mentioned for the first time in the case Handyside,
7.12.1976, 88 48-49, in relation with the notion of what is “obscene”. However, implicitly it was already present in
previous judgments, like in the case Lawless v. Ireland de 1.7.1961.
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In sum, the doctrine of the margin of appreciation allows the national authorities a certain
discretional power to assess the necessity and proportionality of the investigative measures that
interfere with fundamental rights. This is usually explained by saying that national authorities are
in a better position to evaluate the necessity of the measures and thus to find the right balance
between the protection of the individual and the objectives of the public interest. The states are
given a margin of discretional power in order to comply with the standards of the Convention®.

¢What is the scope of this margin of appreciation? A too broad discretional power would be
contrary to the essence of the fundamental rights, but to try to limit it excessively would amount to
the supranational court having to decide in every single case on the necessity of each measure and
thus with the risk of becoming a fourth instance. In fact, only having a look to the decisions
rendered with regard to investigative measures restrictive of the right to privacy, we can approach
to the standard of protection the ECHR offers, if there is any such standard.

The following cases show some examples on how the Court has evaluated the
proportionality requirement in the criminal investigation:

Within the entry and search measure:

1) In the case Niemitz v. Germany, of 16.12.1996, the Court deals with a criminal case for
menaces and insults to a judge, where an a judicial order of entry and search of a lawyer’s office is
granted. Once the warrant was issued, the police searched a number of files in the legal practice.
The Court held, however, that the measure was held to be not proportionate as the judicial warrant
was too broad allowing to search documents, and not restricting to certain documents. In this case,
to assess the proportionality, the Court took into account the special confidentiality of the lawyer-
client relationship, and finally found there had been a violation of Art.8 ECHR.

2) In Miailhe v.France®, during the investigation of an tax fraud offence and infringements
against the customs rules a search and entry of Mr Miailhe premises was granted and more than
15.000 documents were seized. The Court decided that there was a sufficient legal basis, the
necessity of the entry and search was justified, but the indiscriminate seizure of so many
documents was disproportionate. Furthermore, this huge seizure lacked sufficient control,
circumstances that led to find a violation of Art. 8 ECHR.

3) Z. v. Finland®® deals with the investigation of a sexual offence and possible infection of
the victim with AIDS. The search of medical archives was granted and lawful under the domestic
law. In order to evaluate the proportionality the Court attended to the seriousness of the crime, the
way in which the search of documents was done and the measures provided by the Finnish law to
preserve the confidentiality. It concluded that the measure was not disproportionate, but the time
limit established in the statutory provisions to guarantee the confidentiality of the medical data —a
time of ten years—, was considered to violate art. 8 ECHR™.

With regard to the respect for privacy in relation to postal correspondence:

There are several sentences dealing with this issue, but all of them in the context of
communications of imprisoned person®, and thus not within a criminal investigation. These

% As pointed out by Y. ARAI-TAKAHASHI, op.cit, p.3, this doctrine finds its origins in the case law of the French
Conseil d’Etat, as well as in the administrative discretionally doctrine developed in the civil law systems.

% Miailhe v. France, de 25.2.93.

% 7. v. Finland, de 25.2. 1997.

% This sentence includes a partly dissenting opinion of Judge Mayer states that “without prejudice to what might be
acceptable with regard to other information in criminal case files, | consider that medical data in such files must
remain confidential indefinitely. The interest in ensuring that court proceedings are public is not sufficient to justify
disclosure of confidential data, even after many years have elapsed.”

% See Golder v. United Kingdom, de 21.2.1975; Silver v. United Kingdom, 25.3.1983; Boyle and Rice v. United
Kingdom, 27.4.1988; Schonenberger and Durmaz v. Switzerland, 20.6.1988; McCallum v. United Kingdom, de
30.8.1990; Campbell v. United Kingdom, de 25.3.1992; Messina v. Italy, de 26.2.1993 y de 24.10.2002; Calogero
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decisions are interesting in order to evaluate the proportionality principle of the interference,
especially when this affects the privileged relationship client-lawyer®. We will not mention these
cases here, as they are only indirectly related to the topic of this presentation.

With regard to telephone tapping:

All judgments that we have found that deal with telephone tapping focus on the question of
the sufficient legal basis, as the leading cases Malone v. United Kingdom* and Kruslin and Huvig,
already mentioned. There are other decisions, like Amann v. Switzerland*! where the Court draws
attention to the insufficient protection of the rights of third persons that are affected by the
interception of a telephone conversation. But even in this last case, the Court only deals with the
sufficient legal provision. As far as we know, no case-law is found that shows how is the
proportionality principle to be assessed with regard to wire tapping or electronic surveillance of
communications.

IV. Conclusions

Within the ambit of the Council of Europe countries, the case-law of the European Court of
Human Rights has played and is still playing an essential role in the definition and protection of
the fundamental rights and at the same time it has acted as an integrating element of the European
Union. We are not in front of a mere declaration on human rights: the Convention constitutes an
effective instrument to control the respect of those rights. Thanks to the decisions of the ECHR
many reforms have taken place in the criminal proceedings along Europe, and significant advances
have taken place towards the implementation of the procedural safeguards. In general, the
regulation of the criminal proceedings have gained more transparency and the level of protection
of the individual rights has definitely been increased.

However these significant contributions of the ECHR*, we have to point out that in the
field of criminal investigative measures and right to privacy we are still very far from reaching a
common standard or a uniform understanding on the limits of these measures: proportionality is
still a notion to be defined. The Court has focused primarily and almost exclusively on the legality
requirement, skipping the issue of the content and limits of the right to privacy. There are no
specific guidelines to define the right balance between the interests of a criminal investigation and
the protection of the right to privacy, at least not until now™®. But, this might be the most sensible
policy of the Court, not only because we lack of universally accepted standards to measure the
necessity of limitations on human rights and especially on privacy, but also in order not to stress to

Diana v. ltaly, de 15.11.1996; Di Giovine v. ltaly, de 26.7.2001; Puzinas v. Lithuania, de 14.3.2002; A.B. v.
Neatherlands, de 29.4.2002.

% See, for example, S. v. Switzerland, de 21.11.1991.

“* Malone v. United Kingdom, de 2.8.1984.

L Amann v. Switzerland, de 16.2.2000. In this case a businessman resident in Switzerland received a telephone call
from a woman to buy a depilatory appliance. She was calling from the former Soviet embassy. That telephone call
was intercepted by the Federal Public Prosecutor’s Office, and a file was created indicating he had relations with a
communist party, which then requested the Intelligence Service to carry out an investigation into the applicant. The
Court held that Art.8 of the Convention had been violated, because the domestic law regarding telephone tapping
did not contain specific and detailed provisions to comply with the accessibility and forseeability requirements and
the applicant had had no remedy before the national authorities in order to control the measure and if appropriate,
seek redress.

“2 Vid. U. SIEBER, “Auf dem Weg zu einem europaischen Strafrecht. Einfithrung zum Corpus luris”, en Corpus
luris der strafrechtlichen Regelungen zum Schutz der finanziellen Interessen der Europdischen Union, (ed. M.
Delmas-Marty), Koln 1998, p. 26.

“3 Critic on this policy of the ECHR, see DE HERT and S.GUTWIRTH, op. cit., pp.86-87.
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much its own existence*. Finally, privacy has a multitude of meanings and dimensions, all
depending on the context, including not only those activities that connote freedom from intrusion,
but also data protection®.

Questions like what should be defined as a serious offence that justifies the adoption of a
investigative measure restrictive of the fundamental right to privacy, cannot be answered in a clear
and common way. On the other hand, issues like what are the minimum indications or what kind
of suspicions have to be present in a case in order to allow a telephone tapping, also can only be
answered on a national basis*.

These questions tend to be kept within the national discretional power through the doctrine
of the state margin of application and only in very rare cases, the Court sets up guidelines to
interpret the principle of proportionality of the investigative measures. Thus the states have
considerable leeway in determining the proportionality of e inroads in fundamental rights. As a
result, we do not find guidelines to define the limits of the state interference in the sphere of our
private life. It is easy to require a measure to be in conformity with the proportionality principle,
and at the same time leaving each state the task to define what is to be considered proportional.

The right to privacy is not absolute and restrictions may be justified for example, on
grounds of public interest, national security or prevention of crimes. Thus even rights that are
declared to be fundamental must be the subject of constant appraisal and re-appraisal. Thus the
content of the right for privacy is to a certain extent flexible. And every time we are confronted
with conflicting interests, we are facing the difficulty of finding the right balance between the
public interests and the protection of the individual rights. The outcome depends on how we value
the significance of the public interest at stake or how we interpret the existence of a pressing social
need, and to how extent are we willing to give renounce to our own privacy. A serious public
debate on the content of fundamental rights and particularly of the right to privacy is needed in
Europe.

At the end, after having a look on all the legal tests and balances, it will be necessary to
take a view on reality and express a preference for the sort of society in which one wants to live*":
one with more freedom and more privacy with higher risks for security, or on the contrary.

“ As F. VERBRUGGEN states, op. cit., p.125, the Strasbourg Court is not technically a Constitutional Court and
“giving the national lawmakers of different states some leeway in ascertaining the necessity of intrusive measures is
sound court policy”.

* J K. SOBEL, K.J.PETRULAKIS, D.M. DIXON-THAYER, “The evolution of data protection as a privacy
concern, and the contract law dynamics underlying it”, in Securing Privacy in the Internet Age, Stanford, Ca, 2008,
p.55.

“ See also, H.H. KUHNE, “Grundsrechtsschutz in einem grenzenlosen europaischen Strafrecht”, en la obra
colectiva Europdischer Grundrechtsschutz, cit., pp. 61 and 65.

‘T A. ASHWORTH, p. 43; W. DIFFIE and S. LANDAU, Privacy on the line. The politics of Wiretapping and
Encryption, cit., pp.170-171.
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LIMITAREA DREPTULUI LA VIATA PRIVATA
TN CURSUL URMARIRII PENALE. JURISPRUDENTA CEDO*

Lorena BACHMAIER WINTER™

Cuvinte cheie: dreptul la viaza privata, limitari ale drepturilor fundamentale, urmdrirea penald,
jurisprudenza Curyii Europene a Drepturilor Omului

1. Introducere

Crima organizata, infractiunile transfrontaliere, cum ar fi cele informatice si spalarea
banilor, precum si fenomenul complex al terorismului international, Tn special dupa atacurile din
11 Septembrie, constituie noi provocari pentru sistemul justitiei penale’. Aceste noi tipuri de
infractiuni au un grad ridicat de pericol social reprezentdnd o amenintare globala de dimensiuni
istorice. Institutiile abilitate cu aplicarea legii se confrunta cu infractiuni ce se extind in afara
frontierelor nationale cu acte izolate, la intAmplare, ce genereaza un sentiment de insecuritate in
randul membrilor societtii, cateodata chiar un soc colectiv sau cel putin un stres emotional. In
aceste situatii se impune ridicarea nivelului de protectie a valorilor sociale iar Andrew Ashworth
sublinia ca Tn cazurile atingerilor aduse chiar dreptului la viata primordialitatea interesului public
intra in conflict cu drepturile individuale fundamentale?.

Tn fata celor mai grave infractiuni, in special a terorismului, guvernele au intentia de a
deroga de la principiile generale de drept penal in vederea adoptarii de masuri preventive de
actiune si de anticipare a savarsirii de asemenea acte justificand conceptul de ,,razboi Tmpotriva
terorismului™® care permite inlocuirea sistemului de reactie sociala activ cu unul pro-activ ce
contine metode de cercetare penala mult mai ferme si mai invazive constituind exceptii de la
respectarea drepturilor fundamentale ale omului®.

Tn aceste situatii de exceptie, cand organele competente ale statului si chiar o parte a
societatii, reclama masuri ferme de combatere a infractionalitatii, dreptul la viata privata poate fi
grav atins®. Cu cat masurile necesare protectiei sigurantei statului sunt mai represive cu atat
atingerile aduse drepturilor omului vor fi mai extinse®.

" Lucrarea a fost redactata in cadrul proiectului de cercetare ,,Integracion europea y armonizacion de las garantias
fundamentales en el proceso penal”(SEJ2005-05719/JURI) finantata de Ministerul Stiintei si Educatiei din Spania.

" Profesor universitar doctor, Facultatea de Drept, Universitatea Complutense, Madrid, Spain (e-mail:
I.bachmaier@der.ucm.es). Traducerea: Cornelia Hanna Budur.

! Cu privire la terorism ca amenintare globala a se vedea, W. Laqueur, Die globale Bebrohung, New York 1998, pp.
95 si urmatoarele.

2 Pentru interesele conflictuale ale justitiei penale si riscul asupra interesului public, argumente pentru respectarea
drepturilor omului, a se vedea analiza lui A. Ashworth, Human rights, Serious crime and Criminal Procedure. The
Hamlyn Lectures, London, 2002, pp. 93 si urmatoarele.

% A se vedea W. Sofsky, Das Prinzip Siecherheit,Frankfurt a.M., 2005, pp. 114 si urmatoarele; W. Hetzer,
"Terrorist attacks. Criminal Procecution or National Defence?”, Eur Journal on Criminal Policy and Research,
vol.13, nr. 1-2 (April 2007), pp. 33-55, 42 si urmatoarele.

* M. Freedman, Freedom or Security. The consequences fr democracies using emergency powers to fight terror,
Westport, 2003.

® Este indubitabil ca a scazut nivelul de protectie a vietii private, in special ca raspuns la atacurile teroriste, a se
vedea, ca exemplu, J. B. Rule si G. Greenleaf, Global Privacy Protection,Cheltenham 2008, p.10; P. de Hert and S.
Gutwirth, "Privacy, data protection and law enforcement. Opacity of the individual and transparency of power”, in
Privacy and Criminal Law,(E. Claes, A.Dufy, S. Gutwirth eds.), Antwerpen, 2006, p. 62.

¢ A. Ashworth, op. cit., p. 99.
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Scopul lucrarii este analiza jurisprudentei Curtii Europene a Drepturilor Omului (in
continuare Curtea) in situatiile speciale Tn care se impune protejarea dreptului la viata privata pe
parcursul procesului penal, jurisprudenta Curtea stabilind standardul minim de respectare a acestui
drept. Cu toate ca aceste decizii ale Curtea s-au dovedit a fi esentiale pentru intelegerea
continutului drepturilor fundamentale si a principiilor de drept penal ele nu contin un set de
reglementari prin care sa se satbileasca conditiile Tn care autoritatile statului pot aduce atingere
dreptului la viata privata fara a incélca art.8 din Conventia Europeana a Drepturilor Omului (in
continuare, Conventia). Datorita acestei marje de apreciere asupra conditiilor necesare nu exista o
interpretare unitara a conceptului de viata privata. Pe de alta parte testul de proportionalitate dintre
necesitatea derogarii si caracterul de drept fundamental al respectarii vietii private este rar aplicat
la luarea masurilor procesuale din faza urmadririi penale iar Curtea are tendinta de a verifica
exclusiv legalitatea si necesitatea acestora. Si chiar in cazurile Tn care se constata un raport de
proportionalitate intre interesul public si respectarea dreptului la viata privata, continutul dreptului
nu este definit in mod general, uniform, ci depinde de circumstantele fiecarui caz de incalcare in
parte.

Este clar ca trebui sa existe o proportionalitate intre masurile procesuale restrictive impuse
si gradul de pericol social al infractiunii, dar care sunt limitele acesteia? Ar trebui sa existe cate o
reglementare pentru fiecare categorie de infractiuni? Raspunsul la aceste intrebari este esential
pentru ca nu exista un standard comun asupra aplicarii conditiei de proportionalitate ce trebuie
Tmplinita la dispunerea unor asemenea masuri procesuale in faza urmaririi penale.

2. Noi provociri ale dreptului la viata privata

Daca am Inceput prezentarea cu enumerarea a noi tipuri de infractiuni complexe, cum ar fi
terorismul, nu este pentru ca ar fi statistic relevant — fiind de departe una din cele mai putin
frecvente infractiuni — ci pentru ca este un exemplu relevant ce intruneste cele trei riscuri majore
pentru protectia drepturilor omului, si in particular pentru dreptul la viata privata in cursul
procesului penal: 1) existenta unui stres emotional; 2) necesitatea unei interventii pro-active; 3)

definirea luptei impotriva infractiunilor ca o ,,stare de razboi””.

a obtine informatii generale asupra unor indivizi potential periculosi — cateodatd chiar in afara
urmaririi penale —, tehnologii care duc la procesarea unor cantitati mari de informatii - dosare
administrative, antecedente penale, profile genetice, medicale sau financiare - , domeniul vietii
private poate fi restrdns prin o multitudine de masuri invazive. Datorita faptului ca aceste masuri
sunt facilitate de tehnologiile moderne, ele reprezinta un risc major pentru respectarea vietii
private a cetatenilor. Dreptul la viatd privata devine foarte precar intr-o societate moderna,
restrangerile devenind de neevitat. Conflictul intotdeauna prezent in legea penala, asa cum era
perceput de Ernst Beling®, dintre respectarea drepturilor individuale si interesul public de a apira
valorile sociale si de a garanta eficienta procesului penal, este mult mai evident in faza urmaririi
penale in cazul dispunerii de masuri restrictive de drepturi fundamentale. lar tehnologia a permis
statului o imixtiune n viata privata a individului din ce Tn ce mai mare. Din acest motiv s-ar putea

" Exista o tendinta periculoasi de a se sterge linia dintre razboi si infractiuni, a se vedea, printre altii, W. Hetzer, op.
cit., p.15; W. Laqueur, Krieg dem Westen. Terrorismus im 21. Jahrundert, Berlin, 2003, p. 336-338. Cu privire la
notiunea de terorism, existda numeroase studii care abordeaza fenomenul din diferite puncte de vedere, devenind
imposibila mentionarea tuturor aici. Cateva din studiile consultate sunt, M. Ignatiev, The lesser Evil. Political Ethics
in the Age of Terror, Pricetown, 2004; M. Ranstrop (ed.), Terrorism and Human Rights, Routledge, 2007; W.
Sofsky, Violence, Terrorism, Genocide, War ,San Antonio, Tx, 2003.

8 E. Beling, Die Beweisverbote als Grenzen der Wahrheitsforschung im Strafprozess, Darmstadt, 1903, p. 40.
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spune ca viata privata, ca drept al individului de a fi lasat Th pace, nu mai reprezinta un concept
realist’.

In acest context apar intrebari inevitabile: Care sunt limitele acestei imixtiuni? Ar trebui sa
renunte cetateanul la viata sa privata in favoarea garantiei unei securitati globale? Este posibila o
interpretare unitara asupra conceptului de viata privata in contextul urmaririi penale?

Pe de altd parte, in prezent, n aceasta societate a informatiilor, dreptul la viata privatd mai
are acelasi continut ca in secolul al XIX-lea sau in secolul al XX-lea sau trebuie reevaluat in
contextul schimbarilor din ultimele decenii? Am Tncercat sa atrag atentia asupra acestui fenomen
sociologic contemporan n desfasurare care opune transparenta intimitatii individului expunandu-i
viata privata publicului prin intermediul internetului, chiar prin vointa acestuia uneori. Numai in
Spania, din o populatie de 45 de milioane, 13 milioane folosesc Face-book sau alte retele de
comunicare ca mijloace de expunere a vietii private. Am citit recent lucrarea unui antropolog
argentinian — P.Sibilia — care sustine ca asistam Tn prezent la o schimbare a modului in care ne
construim si ne dezvoltam personalitatea ca indivizi. Elemente care Th mod traditional erau
considerate ca apartindnd vietii private acum sunt expuse publicului. Atitudinea introspectiva este
dezavuata, iar Tn anumite cercuri, numai cei care Tsi exprima public cele mai intime sentimente si
experiente sunt considerati pe deplin integrati in societate. Acest lucru demonstreaza oare
necesitatea schimbarii conceptului de protejare a vietii private corelat la noua sa valoare? Este la
fel de importanta protejarea intimitatii cand asistim la o renuntare voluntara la aceasta prin
expunerea publica’®?

Nu intentionam sa tragem concluzii nici sa raspundem ferm la aceste intrebari. Scopul
urmarit este acela de a aduce in discutie aceste probleme si si aratam necesitatea gasirii unor
standarde minime care ar trebui regasite in cadrul oricarui proces penal. Cu atat mai mult sustinem
respectarea vietii private pe parcursul urmaririi penale:

1). Dreptul la viata privata cuprinde mai multe aspecte printre care se afla si dreptul la
pastrarea confidentialitatii voluntare asupra unor informatii personale™.

Nimeni nu poate interveni Th aceasta sfera privata decat daca individul permite accesul sau
daca exista motive temeinice care sa justifice un interes public cu respectarea garantiilor impuse de
Curtea. Faptul ca multi indivizi Tsi expun viata privata prin intermediul internetului nu da dreptul
statului si organelor judiciare sa patrunda in sfera privata ramasa neexpusa®?.

2) Conform jurisprudentei Curtii: chiar n cele mai dificile situatii cum ar fi lupta impotriva
terorismului si a crimei organizate protectia drepturilor fundamentale raméne absoluta,
nenegociabild, cu exceptiile si derogarile previzute chiar in Conventie®.

In acest context apare o a treia intrebare care trebuie ridicata si pusa in discutie publica.
Referitor la confidentialitatea comunicatiilor electronice,in acord cu reglementarea Directivei UE
2002/58™, unul din principiile generale ce guverneaza regimul legal al traficului de date este acela

° W. Diffie and S. Landau, Privacy on the line. The politics of Wiretapping and Encryption, Cambridge, Mass.,
2007, p.171.

19 1h sens contrar, V. Tadros, “Power and the Value of Privacy”, in Privacy and the Criminal Law, (E. Claes, A.
Duffy, S. Gutwirth eds.), p. 115.

v/, Tadros, op. cit., pp. 105 si urmatoarele.

12 Atata timp cat decidem si neimpartagim celorlalti viata privati, asa cum afirma Sofsky “indem sie ihr
personliches Interieur offentlich prasentieren, berauben sie ich offentlich zeigt”; W. Sofsky, Verteidigung des
Privaten, Munchen, 2007, p. 81.

13 Jalloh v. Germany,din 11.7.2006. este un caz privind asistenta medicala fortata asupra unui traficant de droguri.
Chiar daca atentia Curtii a fost indreptatd pe incalcarea art.3 al Conventiei, constatand ca cetateanul Abuh Bakah
Jalloh a fost supus tratamentelor inhumane si degradante, dispozitia poate fi aplicabila tuturor drepturilor
fundamentale.

4 Directiva 2002/58/EC din 12 iulie 2002, privind procesarea datelor personale si protectia confidentialitatii
comunicatiilor electronice, O.J: L 201/37, 31 iulie 2002.
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ca Statele Membre au obligatia sa asigure confidentialitatea acestuia extinsa la tot volumul de
date’. Dar este posibila aceasti protectie? Poate statul efectiv garanta secretul comunicatiilor
electronice? Si daca nu, exista o absoluta confidentialitate asupra acestora sau trebuie tratate ca
niste conversatii tinute in public? Privitor la aceasta problema, Curte Suprema a Statelor Unite a
dat o acceptiune a confidentialitatii ca fiind predictibila si rezonabila Tn masura in care un individ
al societatii contemporane poate opta pentru limitele expunerii sale publice®.

Pe de altad parte, referitor la traditionalele conversatii telefonice, este facila separarea
continutului de alte date, pe cand in cazul comunicatiilor electronice moderne aceasta separare nu
este posibila. Tehnic vorbind traficul de date poate fi definit ca totalitatea informatiilor generate de
un computer sau de un sistem de computere dintr-o retea, care indici originea comunicatiei,
destinatia, ruta, durata sau tipul de serviciu'’, dar practic continutul si traficul sunt generate
simultan, ca de exemplu rezultatele cautarilor pe un motor de cautare cum este Google.

3. Reglementarea Conventiei asupra dreptului la viata privata in contextul
urmaririi penale

Art.8 din Conventie sub titlul”Dreptul la respectarea vietii private si de familie” statueaza:
1). Fiecare are dreptul la respectarea vierii sale private si de familie, a locuinsei si a
corespondenyei. 2). Autoritarile statului nu pot restrénge exercigiul acestui drept decat in situaii
de interes public ce privesc siguransa statului, ordinea publica, bunastarea economica a statului,
prevenirea infractiunilor sau tulburarilor publice, sau pentru protejarea drepturilor si libertarilor
celorlalri.

Dupa cum se observa articolul 8 este unul calificat. Cu alte cuvinte, in art. 8 alin. 1 este
consacrat dreptul iar in art. 8 alin. 2 acesta este calificat. Deasemenea, sunt reglementate situatiile
de restrangere a acestuia, situatii n care este permisa intruziunea statului in viata privata'®.
Importanta acestei calificari este aceea ca in considerarea primei parti a articolului 8 chiar daca
atingerile aduse dreptului la viata privata nu sunt permise ne putem afla totusi intr-unul din
cazurile prevazute de art. 8 alin. 2 in care aceste atingeri pot avea o justificare.

Art. 8 din Conventie este similar cu art.12 din Declaratiei Universale a Drepturilor Omului
din 1948 si art.12 al Conventiei Internationale asupra Drepturilor Civile si Politice din1966, dar
prezinta o importanta diferenta Tn sensul ca in timp ce ultimele doua garanteaza protectia impotriva
atingerilor ,,ilegale sau arbitrare”, art.8 din Conventie nu utilizeaza conceptele de arbitrar sau ilegal
pentru a defini scopul garantiei date indivizilor. Art. 8 garanteaza o protectie neconditionata vietii
private si de familie, a locuintei si corespondentei. Respectul pentru viata privata include si dreptul
individului de a-si dezvolta propria personalitate precum si relatiile personale.

Conventia este deseori descrisd ca un ,instrument viu”. Aceasta Tnseamna ca natura si
continutul drepturilor pe care le protejeazé depind de valorile societatii contemporane. Acest lucru
se aplica ih mod special scopului art. 8 precum si conceptului de viata privata.

5 A se vedea Art.5 Directiva 2002/58/EC.

18 A se vedea Katz v. United States, 389 U.S.347(1967). In aceastd problema a se vedea F. Verbruggen, in”The glass
maybe half-full or half-empty, but is definitely fragile”, in Privacy and the Criminal Law, (E. Claes, A. Duffy, S.
Gutwirth eds.), Antwerpen, 2006, p. 129:”1f you know how intrusive technology has become, you cannot reasonably
expect certain facts to remain secret or confidential”.

7 A se vedea definitia infractiunii cibernetice din Conventie, Consiliul Europei din 23 noiembrie 2001,Art.1,
http://conventions.coe.int/Treaty/en.

8 A se vedea, P. de Hert si S. Gutwirth, “Privacy data protection and law enforcement. Opacity of the individual
and transparency of power”, op. cit., pp.74-76; W. Freedman, The Right of Privacy in the Computer Age, New York,
1987, pp.10-11.
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Cand analizeaza o incalcare a art.8 din Conventie, Curtea analizeaza mai ntai atingerile
aduse drepturilor garantate de Conventie. Daca acestea existd, pasul urmator este evaluarea
ncalcarii si daca s-a respectat legea interna in momentul dispunerii masurii procesuale. Daca se
dovedeste ca masura a fost luata cu respectarea legii se trece la efectuarea testului de necesitate
care arata daca a existat o ,,nevoie sociala urgenta”care a determinat dispunerea masurii procesuale
proportional cu scopul legitim urmarit de catre stat.

Dar daca masura nu s-a dispus cu respectarea legii, aceasta este declarata ilegala, fara a se
mai cerceta daca a fost necesara sau nu. Tn efectuarea acestei analize Curtea pune in balanta natura,
contextul si importanta dreptului cu imprejurarile de fapt si importanta interesului public legitim
care sa justifice masura procesuala dispusa.

Este clar ca cel mai dificil este verificarea proportionalitatii masurii. Numai studiind fiecare
caz de incilcare Tn parte ne putem da seama Tn ce situatii si sub care circumstante Curtea a
considerat o masura — de exemplu o perchezitie domiciliara, o interceptare telefonica sau orice alta
intruziune Tn viata privata — ca fiind justificata intr-o societate democrata.

3.1. Restréngerea dreptului la viatd privata trebuie si fie reglementati Tn legea
nationala

Cu o jurisprudenta uniforma, Curtea a decis ca ,,respectarea prevederilor legale”™ necesita
in primul rand ca masura procesuala dispusa sa aiba o baza legala. Mai mult expresia nu se refera
in general la reglementarea internd, ci expres la norma care a stat la baza dispunerii masurii
respective. Adica trebuie sa existe 0 norma internd expresa, de protectie Tmpotriva masurilor
abuzive sau arbitrare ale statului si a autoritatilor sale publice. Din aceasta cerinta reiese ca legea
trebuie sa fie accesibila persoanei in cauza, care trebuie si-i prevada consecintele?. Astfel a statuat
Curtea Tn Valenzuela Contreras v. Spain ,,in special cand exercitarea puterii executivului se face Tn
secret, riscul arbitrariului masurii creste”. Tn contextul unor masuri secrete de supraveghere sau
interceptare din partea autoritatilor publice, cerinta cunoasterii consecintelor implicd faptul ca
legea interna trebuie sa fie suficient de clara, ca terminologie, pentru ca cetatenii sa cunoasca
circumstantele si conditiile Tn care autoritatile publice sunt autorizate sa dispuna asemenea masuri
secrete. Este esentiala edictarea unor norme clare si amanuntite cu atat mai mult cu cat tehnologia
folosita devine din ce in ce mai sofisticata?’. Cerinta ca efectele legii si fie transparente insemna ca
garantia asupra discretiei autoritatilor si modalitatea de exercitare trebuie sa fie expres prevazute in
norma interna astfel Incat sa constituie o obligatie a organelor judiciare autorizate Tn aplicarea unor
asemenea masuri.

Cerinta ca prevederile legale sa fie amanuntite este o consecintid necesara a principiului
legalitatii intr-un stat democrat, care recunoaste suprematia legii?2. In acest context cuvantul
»lege”’nu trebui interpretat Tn sens formal, ci, Tn acceptiunea Curtii, n sens larg acoperind ,legea
scrisa si nescrisa”. Acest concept al ,legii” , care nu se limiteaza la legile ordinare are o relevanta
speciala n tarile cu sistem common law n care jurisprudenta este izvor de drept®.

219

1 Asi,Handyside v.United Kingdom, din 7.12.1976, The Sunday Times v.United Kingdom,din 26.4.1979, Kruslin v.
France si Huvig v.France, din 24.4.1990, Valenzuela Contreras v. Spain,30.7.1998; Rekvenyi v. Hungary,din
20.5.1999.

% Kopp v. Switzerland decizia din 25.3.1998.

2 yvalenzuela Contreras v. Spain, 30.7.1998. A se vedea si Malone v. United Kingdom, din 2.8.1984; Kruslin v.
France si Huvig v. France, din 24.4.1990; Kopp v. Switzerland, din 25.3.1998; Valensinas v. Lithuania, din
24.7.2001.

22 A se vedea printre altii, N. Gonzales-Cuellar, Proporcionalidad y derechos fundamentals en el proceso penal,
Madrid, 1990, pp.69-70.

% The Sunday Times v .United Kingdom, din 26.4.1979; Malone v.United Kingdom,din 2.8.1984. Aceasta doctrina
se aplica Tn sistemele common law, unde jurisprudenta este izvor de drept.
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Curtea a considerat ca insuficiente temeiurilor legale in cazurile in care, chiar daci exista o
baza legald pentru dispunerea masurii procesuale, reglementarile existente nu erau suficient de
amanuntite, ca n cazul Huvig. Tntr-o decizie de referinta, Curtea a statuat ca prevederile Codului
de Procedurd Penald Francez - atunci art.368 -, era prea extins, autorizandu-l pe judecatorul de
instructie sa dispuna orice masura pe care o considera necesara pe parcursul urmaririi penale. Tn
cazul Calogero Diana®, retinerea corespondentei, insuficienta temeiurilor legale: lipsa
reglementarilor privind interceptarea si deschiderea corespondentei precum si a duratei de
monitorizare. Tn acest caz s-a apreciat incalcarea art.8 din Conventie.

De asemenea a lipsit temeiul legal in Valenzuela Contreras® (sistem de ascultare), nefiind
suficiente prevederi constitutionale care sa permita restrangerea secretului comunicatiilor in legea
spaniola; se adauga si decizia impotriva Spaniei in cazul Prado Bugallo?. Existenta prevederilor
legale, dar neamanuntite: nedefinirea categoriilor de persoane care pot fi monitorizate, lipsa
reparatiilor, sistemul de Tnregistrare si stocare a datelor.

Tn deciziile Kruslin si Huvig se precizeaza conditiile ce trebuie Tndeplinite pentru a se evita
abuzul din partea autoritatilor: a) definirea categoriilor susceptibile de ascultari telefonice prin
ordin judecatoresc, b) tipul de infractiune pentru care se poate emite un astfel de ordin, c) limitarea
duratei ascultarilor, d) procedura intocmirii de rezumate a convorbirilor Tnregistrate, €) precautiile
ce trebuie luate pentru comunicarea intacta a acestora si punerea lor la dispozitia judecatorului, f)
circumstantele in care aceste Tnregistrari trebuie sau pot fi distruse, in special cand acuzatiile au
fost retrase sau inculpatul a fost achitat.

In cazul Rotaru v. Roménia, din 04.05.2000, Curtea a statuat asupra existentei si folosirii
datelor detinute in arhiva serviciilor secrete. Domnul Aurel Rotaru, Th procedura obtinerii de
reparatii ca victima a regimului comunist, a sustinut ca autoritatile detin date despre el obtinute cu
50 de ani Tn urma de serviciul de informatii. Printre aceste date se aflau unele din care reiesea ca
domnul Rotaru a fost membru al unei organizatii de extrema dreaptd. Pretentiile sale au fost
respinse in plan national, autoritatile recunoscénd totusi ca informatiile nu erau adevarate fiind o
confuzie cu o altd persoana cu acelasi nume. Instantele nationale i-au respins insa toate actiunile in
daune ca nefondate. Curtea de la Strasbourg, dupa ce a constatat ca datele colectate si stocate de
serviciul de informatii roman aduc atingere dreptului la viata privata, a analizat daca exista o baza
legala temeinica. Avand n vedere prevederile legale existente in momentul colectarii datelor, s-a
constatat ca exista o reglementare dar insuficient de precisi ca sa corespunda cerintelor
Conventiei, de garantare a protectiei persoanelor afectate. Astfel, legea nu preciza ce tip de
informatie poate fi stocata, nu specifica ce categorii de persoane pot face subiectul unor masuri de
supraveghere si nici nu continea prevederi exprese asupra perioadei de timp pentru pastrarea
informatiilor sau in ce Tmprejurari acestea puteau fi distruse. Absenta unei reglementari complete a
determinat Curtea s constate Tncalcarea Conventiei, fiind atins dreptul la viata privata a domnului

# Huvig v. France, din 24.4.1990.

% Calogero Diana v. Italy, din 30.7.1996.

% Valenzuela Contreras v. Spain, din 30.7.1998. Despre ascultarea telefonica in Spania a se vedea, printre altii, J.
Lopez Barja de Quiroga, Las escuchas telefonicas y la prueba ilegalmente obtenida, Madrid, 1989; T. Lopez-
Fragoso Alvarez, Las intervenciones telefonicas en el proceso penal, Madrid 1991; R. Martin Morales, El regimen
constitucional del secreto de las comunicaciones, Madrid 1995; J. Montero Aroca, La intervencion de las
comunicaciones telefonicas en el proceso penal. Un estidio jurisprudencial, Valencia 1999; A. P. Rives Seva, La
intervencion de las comunicaciones en la jurisprudencia penal, Navarra 2000; V. Moreno Catena, “Garantia de los
derechos fundamentals en la investigacion penal”, en la obra colectiva Jornadas sobre la justicia penal in Espana,
CGPJ, Madrid 1987, pp. 155-161; si J. Jimenez Campo, La garantia constitucional del secreto de las
comunicaciones, “RDC”, 1987, nr. 20, pp. 35-82, 58.

%7 prado Bugallo v. Spain, din 18.2.2003.
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Rotaru. Tn acest caz nu au mai fost necesare cercetarea justificarii masurii sau proportionalitatea
acesteia.

Prin impunerea acestor conditii reglementarilor legale, a minimului de continut, Curtea a
trasat reguli comune ce trebuie urmate de legislatiile nationale ale statelor membre, contribuind
astfel la armonizarea sistemelor judiciare europene.

3.2 Restrangerea dreptului la viata privata trebuie sa fie necesara intr-o societate
democrata. Principiul proportionalitatii.

Pentru ca o masura procesuala care aduce atingere dreptului la viata privatd sa fie in
conformitate cu prevederile Conventiei, nu este suficient sa aiba o baza legala, ci trebuie ca
dispunerea acesteia sa fie cu adevarat necesard intr-o societate democrata, cu alte cuvinte sa
raspunda unei ,,nevoi sociale urgente”?,

Tn aceste circumstante, atingerea de catre stat a dreptului la viata privata poate fi justificata.
Autoritatile judiciare trebuie sa decida, ntr-un anume caz, daca este necesara restrangerea
drepturilor fundamentale Tn considerarea interesului legitim de a aduce pe cei vinovati de
savarsirea unei infractiuni in fata justitiei.

Nu exista reguli precise de determinare a nevoii sociale urgente ce poate justifica luarea
unei asemenea masuri. Curtea a decis ca acesta exista Tn urmatoarele cazuri: 1) scopul masurii sa
fie legitim (iar art.8 deja precizeaza ca cercetarea unei infractiuni este un scop legitim); 2) masura
sa fie necesara, aceasta conditie fiind Tndeplinita cand nu exista si alte masuri, mai putin invazive,
care sa duca la aceleasi rezultate si sa serveasca aceluiasi scop. Pentru a indeplini aceasta cerinta
masura nu trebuie sa fie absolut indispensabila, ci numai necesari si utila scopului urmarit®.

Curtea a precizat ca, chiar daca este adoptat un sistem de supraveghere, exista garantii
adecvate si efective Tmpotriva abuzului. Prevederea are doar un caracter relativ: depinde — printre
altele — de tipul reparatiei garantate de legea interna. Din acest motiv trebuie stabilit daca
procedurile de dispunere, aducere la Tndeplinire si de implementare a masurilor restrictive sunt de
asa natura Tncét sa mentina efectul de ,,restrngere” in limitele legale asa cum este ,,necesar intr-o
societate democrata”®. Daca In legea nationala nu sunt previzute asemenea reparatii in cazul
incalcarilor drepturilor, atingerea dreptului devine ilegala si contravine art.8 din Conventie, asa
cum s-a decis Tn cazul Lambert v. France®.

Tn cele din urma masura procesuala trebuie sa respecte principiul proportionalitatii.
Proportionalitatea este un concept abstract, despre care s-ar putea spune ca este lipsit de continut
concret, care trebuie definit Tn contextul valorilor sociale existente. Curtea de la Strasbourg a
sustinut constant ca principiul proportionalitatii este inerent Tn evaluarea drepturilor persoanelor si
a interesului public general intr-o societate®. Aceasta nseamn ci trebuie sa existe un echilibru
rezonabil intre cele doua interese contradictorii. Elementele necesare pentru aplicarea principiului
proportionalitatii masurilor procesuale dispuse pe parcursul urmaririi penale sunt gradul de pericol
social al infractiunii, indiciile temeinice asupra vinovatiei persoanei, perspectiva ca masura dispusa

%A se vedea, de exemplu, Silver v. United Kingdom, din 25.3.1983; sau Camezind v. Switzerland, din 16.12.1997.
»Handyside v. United Kingdom, din 7.12.1976, un caz privind limitele libertatii de expresie dar judecata aplicandu-
se si altor drepturi fundamentale, ca si dreptului la viata privata.

% Klass and Others v. Germany, din 6.10.1978.

* In cazul Lambert v. France, din 24.8.1998, conversatiile domnului Lambert au fost ascultate n cadrul urmaririi
penale a unui furt. Acestda masura a fost in conformitate cu legea, baza legala a fost considerata ca suficienta iar
scopul urmarit legitim. Dar, datorita interpretarii judiciare a instantei franceze, persoanei ale carei conversatii au fost
nregistrate, nu i s-a dat posibilitatea atacarii masurii, nefiind proprietarul liniei telefonice. Mai exact Curtea de
Casatie a cofirmat decizia de respingere a apelulului pe motiv ca reclamantul nu avea calitatea procesuala ceruta. Ca
rezultat domnului Lambert i-a fost refuzata protectia nationala, retindndu-se incalcarea art. 8 al Conventiei.

®A se vedea Arai-Takahashi, The margin of appreciation doctrine and the principle of proportionality in the
jurisprudence of ECHR, Antwerpen-Oxford, 2002, p. 14.
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sia produca efect si prejudiciul cauzat individului, avand in vedere efectul util al rezultatelor
obtinute pentru desfasurarea procesului penal.

Neclaritatile care apar la evaluarea ,necesitatii masurii Tntr-o societate democratica”
corespund suprapunerii dintre protectia supranationala a drepturilor omului si particularitatile
sistemelor legale nationale. Eforturile Curtii sunt Tndreptate spre obtinerea unui echilibru intre
suveranitatea statelor si valorile consacrate de Conventie, concretizat in doctrina marjei de
apreciere lasata statului. Curtea a statuat ca autoritatile nationale dispun de o marja de apreciere a
nevoii sociale imperative, care poate sta la baza unei masuri procesuale restrictive de drepturi®.

In concluzie, doctrina marjei de apreciere a statului, permite autoritatilor nationale sa
dispuna de o putere discretionara n stabilirea necesititii si proportionalititii masurilor procesuale
restrictive de drepturi. Aceastd doctrind se fundamenteaza pe aceea ca autoritatile nationale sunt
mai Tn masura sa evalueze necesitatea masurilor si s& mentind un echilibru ntre protectia
indivizilor si apararea valorilor sociale. Statelor li s-a atribuit aceasta marja, de putere discretionara
pentru a se conforma standardelor impuse de Conventie®.

Care este Tnsa scopul acestei marje de apreciere? O putere discretionara prea larga ar putea
fi esential contrara drepturilor fundamentale, dar a Tncerca sa limitezi excesiv aceasta putere ar
atribui Curtii supranationale competenta sa decida n fiecare caz in parte transforméand-o in a patra
instanta a statelor.

Urmatoarele cazuri sunt cateva exemple despre cum Curtea a considerat indeplinita sau nu
cerinta proportionalitatii la dispunerea de masuri procesuale pe parcursul urmaririi penale:

Cu privire la perchezitia domiciliara:

1). In cazul Niemitz v. Germany, din 16.12.1996, Curtea a analizat un dosar penal de
amenintare si insultd aduse unui judecdtor, in care s-a dispus masura perchezitiei biroului
avocatului. Dupa emiterea mandatului de perchezitie, organele de politie au cercetat mai multe
dosare gasite in biroul de avocaturd. Curtea a decis neproportionalitatea masurii, din motivul ca
mandatul judiciar a fost prea general nefiind limitat la anumite documente. Tn acest caz, pentru
respectarea cerintei proportionalitatii, trebuia luata in considerare confidentialitatea relatiei client-
avocat, eludarea acesteia conducénd la incalcarea art.8 din Conventie.

2) Tn Miailhe v. France®, in timpul cercetarii penale a unui caz de evaziune fiscala si a unor
ncalcari ale regimului vamal, s-a dispus masura perchezitiei domiciliare a domnului Miailhe, de la
care s-au ridicat mai mult de 15000 de documente. Curtea a decis ca masura a avut o baza legala
solida, necesitatea acesteia a fost deplin justificatad, dar ridicarea neselectiva a unui numar asa de
mare de documente a fost disproportionatd. Mai mult lipsa unui control prealabil suficient al
documentelor ridicate a condus la incilcarea art.8 din Conventie.

3) Z v. Finland® a avut ca obiect cercetarea unei infractiuni de naturi sexuali si a posibilei
infectari a victimei cu SIDA. Cercetarea arhivei medicale a fost legal dispusa. Pentru a evalua
proportionalitatea masurii Curtea a avut in vedere gradul de pericol social al infractiunii, procedura
ridicarii documentelor si prevederile legii finlandeze ce protejeaza confidentialitatea victimei. S-a
concluzionat ca masura nu a fost disproportionata, dar perioada limita stabilita de lege pentru a

% Doctrina marjei de apreciere a statului a fost mentionati expres pentru prima dati in cazul Handyside, 7.12.1976,
p. 48-49, In corelatie cu notiunea de “obscene”. Cu toate acestea a fost acceptata implicit in deciziile anterioare cum
ar fi cazul Lawless v. Ireland din 1.7.1961.

¥ Asa cum a aratat Y. Arai-Takahashi, op.cit, p. 3, aceastd doctrin Tsi are originile Tn decizia Consiliului de Stat
Francez, ca si Tn doctrina administrativa a puterii discretionare dezvoltaya in sistemele de drept civil.

% Miailhe v. France, din 25.2.93.

% 7. v. Finland, din 25.2.1997.
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garanta confidentialitatea datelor medicale — de 10 ani — a fost considerata ca ncalca art.8 din
Conventie®’.

Cu privire la respectarea dreptului la viata privata prin pastrarea secretului
corespondentei:

Tn acest context existd numeroase decizii, dar toate privind corespondenta celor ce executa
pedeapsa nchisorii nereferindu-se la invinuiti sau inculpati®®. Aceste decizii intereseaza pentru a
evalua incidenta principiului proportionalitatii, mai ales cAnd acesta afecteaza relatia privilegiata
client-avocat®. Nu vom mentiona aceste cazuri pentru ca sunt legate indirect de subiectul lucrarii.

Cu privire la ascultarea telefonica

Toate deciziile asupra acestei chestiuni privesc existenta unei baze legale temeinice, cum
am subliniat deja Tn cazul Malone v. United Kingdom® precum si Kruslin, Huvig. Mai existz si alte
decizii, ca Aman v. Switzerland*, in care Curtea a atras atentia asupra insuficientei protectii
acordate tertilor afectati de interceptarea conversatiilor telefonice. Dar chiar in acest ultim caz
mentionat, Curtea a decis in temeiul suficientei bazei legale. Din ceea ce stim, pana in momentul
actual, Curtea nu a statuat pe baza principiului proportionalitatii aplicat Tn cazul supravegherii
electronice a telecomunicatiilor.

Concluzii

Pentru tarile membre ale Consiliului Europei, jurisprudenta Curtii Europene a Drepturilor
Omului are un rol esential in definirea si protectia drepturilor fundamentale dar constituie si un
element de integrare al Uniunii Europene. Nu este o simpla declaratie a drepturilor omului :
Conventia constituie un instrument efectiv de control a respectarii acestor drepturi. Datorita
hotararilor Curtii*? au avut loc multe reforme in codurile de proceduri penal ale statelor europene,
crescand numarul garantiilor procesuale acordate indivizilor de catre state. In general
reglementérile de procedura penala au devenit mai transparente iar nivelul protectiei drepturilor
individuale a crescut substantial.

Cu toate aceste contributii semnificative aduse de jurisprudenta Curtii, se evidentiaza faptul
ca In domeniul masurilor procesuale dispuse pe parcursul urmaririi penale si a dreptului la viata

% Aceasta decizie include opinia separata a judecatorului Mayer care afirma ca “without prejudice to what might be
acceptable with regard to other information in criminal case files, | consider that medical daa in such files must
remain confidential indefinitely. The interest in ensuring that court proceedings are public is not sufficient to justify
disclosure of confidential data, even after many years have elapsed”.

%A se vedea Golder v. United Kingdom, din 21.2.1975; Silver v. United Kingdom, 25.3.1983; Boyle and Rice v.
United Kingdom, 27.4.1988; Schonenberger and Durmaz v. Switzerland, 20.6.1988; McCallum v. United Kingdom,
din 30.8.1990; Campbell v. United Kingdom, din 25.3.1992; Messina v. Italy, din 26.2.1993 si 24.10.2002;
Calogero Diana v. Italy, din 15.11.1996; Di Giovine v. Italy, din 26.7.2001; Puzinas v. Lithuania, din 14.3.2002;
A.B. v. Netherlands, din 29.4.2002.

¥ A se vedea, de exemplu, S. v. Switzerland, din 21.11.1991.

“*Malone v. United Kingdom, din 2.8.1984.

41 Amann v. Switzerland, din 16.2.2000. Tn acest caz, un om de afaceri, rezident in Elvetia a primit un apel telefonic
de la o femeie ce suna din fosta ambasada rusa. Apelul a fost interceptat de biroul procurorului federal care i-a
deschis un dosar penal din care reiesea ca are relatii cu partidul comunist, cerand Serviciului de Informatii sa
Tntreprinda o investigatie cu privire la acesta. Curtea a retinut ca a fost incalcat art. 8 din Conventie, pentru ca legea
interna privind ascultarea telefonica nu continea prevederi exprese si detaliate care sa ndeplineasca cerintele de
accesibilitate si anticipare a consecintelor, precum si pentru ca reclamantul nu a beneficiat de posibilitatea
contestarii legalitatii si oportunitatii masurii.

2 A se vedea U. Sieber, “Auf dem Weg zu einem europaichen Strafrecht. Einfuhrung zum Corpus luris.”in Corpus
luris der strafrechtlichen Regelungen zum Schutz der finanziellen Interessen der Europaishen Union, (ed. Delmas-
Marty), Koln 1998, p. 26.
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privata suntem incad foarte departe de atingerea unui standard comun pentru limitele acestor
masuri, proportionalitatea necesitdnd o definitie clara. Curtea s-a axat exclusiv pe cerinta legalitatii
neglijand aspectul continutului si limitelor dreptului la viata privata. Nu exista linii directoare
speciale pentru gasirea unui echilibru intre interesul public care stid la baza urmaririi penale si
protectia dreptului la viata privata, cel putin pana acum®. Acest domeniu ar putea constitui cea
mai sensibild politica a Curtii nu numai din cauza lipsei universalitatii standardelor acceptate
pentru aprecierea necesitatii restrangerii drepturilor omului, in special a dreptului la viata privata,
ci si pentru a nu-si incarca prea mult activitatea decizionala*. Tn final, viata privata are o
multitudine de intelesuri si dimensiuni, incluzdnd nu numai activitatile de protectie a libertatii
personale ci si protectia datelor.

Chestiuni cum ar fi definirea infractiunilor grave care justifica dispunerea de masuri
procesuale, pe parcursul urmaririi penale, care sa restrictioneze dreptul la viata privata, nu Tsi
gasesc un raspuns clar si uniform acceptat. Pe de alta parte, aspectele ce privesc minimul de indicii
temeinice pentru care se poate dispune ascultarea telefonica, pot fi lamurite numai pe baza
legislatiei interne®.

Rezolvarea acestor chestiuni apartine puterii discretionare a statului, in baza marjei de
apreciere a acestuia si numai in cazuri rare Curtea da indrumari de interpretare a principiului
proportionalitatii la masurile procesuale dispuse. Astfel statele au o libertate considerabila Tn
interpretarea proportionalitatii acestor masuri ce restrictioneaza drepturile fundamentale. Tn
concluzie nu exista linii directoare comune impuse statelor Tn limitarea intruziunii statului Tn viata
noastra privata. Este mai facil sa ceri conditia de proportionalitate si in acelasi timp sa dai
posibilitatea fiecarui stat sa defineasca proportionalitatea.

Dreptul la viata privata nu este un drept absolut iar restrictionarile care i pot fi aduse au ca
temei interesul public, siguranta statului, componenta a domeniului rezervat statului din punct de
vedere al dreptului international public, precum si functia de prevenire a infractiunilor a dreptului
penal. Astfel, chiar drepturi fundamentale ale omului pot face,in mod exceptional, obiectul unor
asemenea limitari. Continutul dreptului la viata privata devine astfel variabil, putand fi extins sau
restrictionat. Tn cazul conflictului dintre interesul public si acest drept al individului este foarte
dificila echilibrarea acestora, restrictionarea fiind impusa de importanta nevoii de securitate
sociala, pe care se fundamenteaza interesul public, defavoarea protectiei vietii private a indivizilor.
De aceea, 1n spatiul european, este necesara o dezbatere publica asupra continutului drepturilor
fundamentale ale omului.

Tn concluzie, dupa ce se evalueaza n mod concret cele doua concepte si se compara cele
doua interese aflate In conflict, este necesara exprimarea unei optiuni asupra tipului de societate
caruia individul vrea si-i apartind*’: o societate in care dreptul la viata privata este intangibil cu
riscurile inerente asupra securittii sau contrariul.

“*pentru critica acestei politici a Curtii a se vedea de Hert si S. Gutwirth, op. cit., pp. 86-87.

* Dupa cum a afirmat F. Verbruggen, op. cit., p. 125, Curtea de la Stasbourg nu este o Curte Constitutional, si
“giving the national lawmakers of different states some leeway in ascertaining the necessity of intrusive measures is
sound court policy”.

4 J. K. Sobel, K. J. Petrulakis, D. M. Dixon-Thayer, “The evolution of data protection as a privacy concern, and the
contract law dynamics underlying it”, in Securing Privacy in the Internet Age, Stanford, Ca, 2008, p. 55.

“ A se vedea, de asemenea H. H. Kufne, “Grundsrechtsshutz in einem grenzenlosen europaischen Strafrecht”, en la
obra colectiva Europaichen Grundrechtsshutz, op. cit. pp. 61 si 65.

“TA. Ashworth, p. 43; W. Diffie si S. Landau, Privacy on the line. The politics of Wiretapping and Encryption, op.
cit., pp. 170-171.
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